Application Note:
How to integrate OPTEX RLS3060SH Lasers & PIE-1Sensors

in Bosch DIP3000/7000

Author:
Jan NOten ST-VS/M Kl-Eln Version 2.0 Sept.2017

BOSCH

Invented for life

Bosch VMS
Camera
B T - DIP 30000
Bl Connector for the power " - b2 DlP 70000
= Redwall Event Code & PoE 'q_ B
Redscan series ~Network switch
N

“._ SIP series

Photo electric
detector




BoschVMS & OPTEX Integration | 2

Table of Contents

1. Overview of the Integration 4
1.1 Benefits of the integration 4
1.2 Principle of the integration 4
1.3 OPTEX products used for this integration 5
1.4 Bosch products used for this integration 6
2. Technical details and Setup of the integration 7
2.1 OPTEX RLS3060SH device preparation 7
2.2 OPTEX PIE-1 device preparation 8
2.3 Bosch Divar IP 3000/7000 preparation 9
2.3.1 Define the ATM/POS interface service 9
2.3.2  How to configure the ATM/POS Service for OPTEX devices 10
2.4 DIP 3000/7000 or BVMS preparation 11
3. Test and see the integration at work ! 14
3.1 Test Setup 14
3.2 OPTEX detection of specific Alarms as shown in OPTEX GUIs 14
3.3 Event Code and alarm reporting as shown in BVMS Operator Client: 16
3.4 Search for video of an OPTEXT Event in the DIP Recorded Data Base 17
3.5 OPTEX events found with Event Code as shown in the Operator Client GUI 18
4, How to control BVMS via OPTEX Laser detection events 20
4.1 Where to start ? 20
4.2 The principle of controlling BVMS via external events 20
4.3 A Server script to process incoming Event Data 21
4.4 Creating Scriptlets 21
4.5 Bringing your Server Script into action. 22
4.6 An OPTEX RS3060 Laser guided solution for Bosch PTZ camera presets. 22
4.6.1 Important Side Notes to this Script: 23
5. Appendix A 24
Example Server Script 24
6. Appendix B 24
Reference Sites for further info: 24

Bosch Video Systems & OPTEX Integration solution MKI_JN Eindhoven



BoschVMS ¢ OPTEX Integration | 3

Bosch Video Systems & OPTEX Integration solution MKI_JN Eindhoven



BoschVMS & OPTEX Integration | 4

1. Overview of the Integration

This integration Application Note outlines the feature set, connectivity, interfacing and settings
to be done in order to use the OPTEX product line in BVMS or BVMS managed products like
DIVAR IP 3000 and 7000 Series.

This Application Note also assumes that the reader is knowledgeable on both Bosch BVMS as
well as OPTEX products.

1.1  Benefits of the integration

This integration solution with the OPTEX sensors and Bosch BVMS products provides securi-
ty solutions for a wide range of application sectors like Remote Video Monitoring, Petrol/Gas,
Government & Military, Transportation, Retail & Logistics, Industrial Sites, Banking, Museums
& Art Galleries, Leisure, Residential & VIP.

The OPTEX detectors provide accurate detection information that is passed on to BVMS al-
lowing the security manager to set up any desirable video follow up scenario like automated
Goto Preset of IP cameras and/or start recording scenarios. Furthermore the OPTEX detector
information will be stored in BVMS and can be used as forensic search data to easily find cor-
responding incidents as recorded video evidence. This OPTEX-BOSCH integration provides
a tailor made solution for almost any intrusion scenario imaginable.

1.2  Principle of the integration

OPTEX lasers detect , analyze and track objects and can be programmed to scan areas, hori-
zontally and vertically. At any alarm, the OPTEX device will create a ASCII string or so called
REDWALL Basic Event Code that is passed on to the Bosch interface embedded with the DIP
3000/7000. This interface is called ATM/POS_Service. This interface will capture the Basic
Event Code, filters and processes the data and passes this on to the BVMS standard
ATM/POS socket. The ATM/POS_service is capable to process up to 16 OPTEX devices at
the time allowing 16 OPTEX devices to send their detector information to BVMS at any time.
The OPTEX device will send the OPTEX Basic Event Code format the describes the detected
infringement.

This Basic Event Code format and syntax looks like an ASCII string of the following format

and content (Figl):
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List of basic event codes (Redscan codes shown)

Address /
of the
Redscan

y1
Master
alarm

y2
Latest
alarm

y3
Multiple alarms
(Details combination)

y4
Multiple
alarms

y9
Dirt on the
window

y10
Tamper circuit
activates

Fig. 1

OPTEX Event Codes are product type dependent. Please consult OPTEX support for the lat-

est updated list of codes ( R.E.C. Event codes with combi codes.xIsx)

Inside the BVMS configuration, the Basic Event Code data is regarded as Text Data and can

internally be stored and processed as Event Data. This allows the user to do dedicated event

search to quickly find all events of certain types but also allow the installer to pre-program

dedicated tailored scripts in the BVMS Config Client to activate a live alarm follow up scenario

for Operator Workstations and/or cameras on the site.

1.3 OPTEX products used for this integration

The OPTEX products involved in this integration document are:

a. REDSCAN RLS-3060SH (Fig2.)

Intrusion Detector Laser Unit

Find details here: http://www.OPTEX-europe.com/cms/documents/PDS-REDSCAN-

3060SH %20v7.0.pdf

b. REDWALL PIE-1 Encoder(Fig3)
Find details here: http://www.OPTEX-europe.com/cms/documents/PDS-OPTEX-

5 input detector

PIE.pdf
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Fig. 2 REDSCAN RLS-3060SH Fig. 3 PIE-1 Encoder

c. REDSCAN Manager Advanced (ver 6.0.2.3) Software
This software can be downloaded or obtained via OPTEX.
Please contact www.OPTEX-europe.com

1.4  Bosch products used for this integration

The Bosch products involved are:
a. DIP 3000 or DIP 7000 with Version 7.0 OR BVMS Professional Edition 7.0

Fig.4  DIP 3000 Fig.5 DIP 7000

b. ATMPOS_Service 1.00.00.09 Package.
This can be retrieved via IPP or via the following link:
http://tutorials.ipp.boschsecurity.com/downloads/ipp-
nam/ATM%20P0OS%20Service/1.00.00.09/ATMPOS Service 1.00.00.09 Package.zip

The Package should also include 2 manuals for further reference:
- ATM POS Service Installation Manual.pdf
- ATM POS Service User Guide.pdf
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2. Technical details and Setup of the integration

2.1 OPTEX RLS3060SH device preparation

To setup the REDSCAN Laser detection areas, masks, 1//O settings and Network specs you can use
the OPTEX REDSCAN Manager software as supplied via OPTEX.

Make sure that the Laser Network Settings are programmed correctly (The Laser default IP number is
192.168.0.126) . In the illustrations following, the Laser IP has been reconfigured to IP number
192.168.10.126

In order to connect the Laser to the DIP 3000 or DIP 70000 you must also program the DIP socket
destination here where the Laser Basic Code Events have to be reported to. This is done via the I/O
button in the top menu line of the REDSCAN Manager Software.

See figure 6.

RS REDSCAN Manager Advanced {ver 6.0.2.3)

Basic Settings Advanced Settings Tools View Manager Settings

@@6

Disconnect Zoom Out Zoo"n n
(FS} (Fo)

) =100 x|
¢ UDP and TCP

1/0 Settings

REDWALL Event Code | V

Protocol

¢ UDP

Detector ID

Detector
[Group 1 =] [MyRedScan =

Edit Group/Detector Information | Edit Detector Information | -

™ Use and arbitrary number

Transmission Interval of T

[ = [

Clear Code Timing

53 ensec)

Detector Information

Mode! REDSGAN [RLS-30605H] [
Version version 730 (16/11/11) [

Heartbeat for Device Monitoring

" Heartheat for Device Monitoring Detector Settings

Port Number 10‘65535] ! Maskine/#llocating File IN°<| 3 Replace
portias!programmed!in!th‘e(A;TM/P!(DSlserlvice!on!the!E)IPg

co |

i |IP Address 192.168.10.126
UDP Detection Mode Indoor Ceiling/Wall protection mode -
5 Detection Area A
Scope " Broadcast Unicast -
Sensitivity Low
IP Address (Destination] | G| || nimam Tereet Sis Small
Environmental Resistance Disable
Pert Kumber I 12343: (065535) Auto Area Adjustment Disable
~ D'P Width of leaming Perimeter Not Applicable v
Number of Transmission I 103’ (1-20) 2.2.2?;‘1‘2.00‘@ Alarm Status
= =] [ J( I J( ]
IP Address (Destination) I 192.168.10.99
B2 Bl [ Al ] [ A2 ]

Fig. 6
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Since the ATM/POS service, which has to receive the Event code, is running on the DIP 3000 unit,
you have to insert the DIP IP number and the ATM/POS service port (in this case 7100) that corre-
sponds to the Terminal-ID in the ATM/POS service configuration receiving this event.

2.2  OPTEX PIE-1 device preparation

In order to alter the PIE-1 Network IP number (in this document to 192.168.10.127) and to define the
destination for Event Code to the ATM/POS Service in the DIP or BVMS you have to open the
Webpage of the PIE-1 via http://<ip>

Go to the tab Configuration. See fig 7

<

PIE-1 Configuration Page

Sensing Innovation

version 1.1.3

Save Config
Configuration —PIE-1 Configuration
Authorization IP Address 192.168.10.127
Subnet Mask 255.255.255.0
M Default Gateway 0.0.00
— Event Code Configuration
[0 Use an arbitrary number
’V ID of Detector I127 (000-999)
Transmission Mode |TCP v
UDP (Destination)
IP Address 182:168710/99
Set to DIP Port Number 7100 (0-65535)
address and Number of transmission |10 (1-20)
ATM/POS port
of the defined | rcp (pestination)
TerminallD 1P Address 192.168.10.99
Port Number 7110 {0-65535)
Time out setting 10 sec.(1-30000)
[ set continuous alarm of TA/TR available
rTransmission interval |'| sec.(1-3600)
Delay time of event code stop transmission
sec.(2-60)
—1/0 Configuration
Detector SIP-100
Number of Output Selector |3(UP)
Detection Range Selector Far+NearflDOWN) Vv
|~ Orange Event Alarm(Far)
e
(:I;/%I)O;)gifr;ze Yellow Ot?fh o Alarm(Near)
input wires Green ‘ alarm { [Bemi(Creepzone) V]
Blue gener Tamper .
Purple ated Trouble
Save Config
Fig. 7

Type in the Event Code Configuration box the DIP address and port that the PIE-1 must use for Event
reporting to the DIP. The port should be unique and is the same as the port defined in the ATM/POS
configuration used in the ATM/POS configurator of the ATM/POS Service. See later in this document.
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You can set the /O functionality of the PIE-1 to any type of hardware in the I/O Configuration at the
bottom of that page. The 5 sets of wires (delivered as accessory cable) are Normally closed inputs.
In the overview tab of the Webpage you will see the status of the I/O inputs. These alarms are trans-

ferred and Event Code and send to the DIP as Event information.

<

PI1E-1 Configuration Page version 1.1.3

Senting innovation

Overview Alarm Information
R.E.C. Inputs in
ionhgurahon (REDWALL Event Code) Alarm
Authorization
Orange Alarm(Far) e Tamper
Yellow Alarm(Near) rple Trouble
Green Alarm(Creep)

Copyright © 2012 OPTEX CO.,LTD.

Fig. 8

2.3  Bosch Divar IP  3000/7000 preparation

2.3.1 Define the ATM/POS interface service

The ATM/POS Service is a separate Windows service that runs in the background on a DIP.
It provides a general data collection interface between an external application and BVMS.

It therefor takes external ASCII Text data received on its IP socket and passes this on to the
ATM/POS internal IP input of BVMS (127.0.0.1).

Since this service is per default pre-installed in the C:/Program Files(x86)/Bosch/ATM POS
Service directory of a DIP 3000/7000, you can use this service on the same PC right away.
For BVMS Systems, the service can be installed separately on the BVMS Server or any other
Windows PC in the Network.

Please consult the ATM POS Service Installation Manual of the ATM/POS Service to install
the ATM/POS service step by step in case you use a BVMS system and not a DIP.
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2.3.2 Howto configure the ATM/POS Service for OPTEX devices

The next step is to set up the OPTEX channels as an Text Data supplier device.
A new Text Data source like OPTEX devices can be added using the configurator that can be
found here: C:/Program Files (x86)/Bosch/ATM POS Service BoschATMPOSConfigura-

tor.exe See Fig. 9.

This configuration tool can be used to add, to edit, to delete, and to save these

configuration settings.

Bosch ATM/POS Configurator f Servicexml|

File Devices.. Help To Add devices

(-5 BVMS ATM/POS Server
% ATM/POS Device: 3

- JATM/POS Device: 4 ATM/POS Device Pot: 7100

ATM/POS Teminal ID: 3

=

[a]fE]=]

Device Properties
ATM/POS Device IP Address: 192.168.10.124_L.Corfigure ATM/POS Device

Delete ATM/POS Device

Firewall Settings

A ——
Add Device: [ Redscan Laser | A Device (=]

ATM/POS Device Properties Firewall Settings ATM/POS Device Properties

P Address: | 192.168.10.126 | IP Address{ [EAERINFE

Port: | 7100 I Pot:{ 7110 ]
BVMS Properties BVMS Properties
ATM/POS Teminal ID ATM/POS Teminal ID7
[ ok

These TerminallDs (out of the 16 available) are here
defined and activated in the ATM/POS Service

Ready

Fig. 9

Note:

The button 0Open Por t defimed podimyotr firewall td rgceive the n s

Text Data.

Each ATM port must be unique for each Text Data device configured. In this case the OP

The default configuration file Service.xml also should be located in the same folder. At
launch, the BoschATMPOSConfigurator tool should load the configuration settings from the
Service.xml file. The user can manual modify and save things. Note: the Codepage language

is implemented and fixed to English.

A finished setup looks like Fig. 9 and 10 for the REDSCAN Laser and the PIE-1.

The Service. xml shows then like Fig10:

Bosch Video Systems & OPTEX Integration solution

MKI_JN Eindhoven

t

he



BoschVMS & OPTEX Integration | 11

- <Service>
<DefaultAtm DeviceId="0" CodePage="US" Terminalld="1"/>
<Atm Deviceld="0" CodePage="US" Terminalld="3" IpAddress="192.168.10.126"/>
<Atm Deviceld="0" CodePage="US" Terminalld="4" IpAddress="192.168.10.127"/>
- <Brd IpAddress="127.0.0.1" RecordingLanguage="GERMAN" TempFolder="C:\AtmPosDump"
RecvTimeout="250" TxToBrdPort="4200" ConnectionPort="4201">
<Terminal Name="POS Input 3" Id="3"/>
<Terminal Name="POS Input 4" Id="4"/>
</Brd>
<AtmListener RecvTimeout="" AcceptsAny="0" MaxSizeData="" TcpPort="7100"/>
<AtmlListener RecvTimeout="" AcceptsAny="0" MaxSizeData="" TcpPort="7110"/>
</Service>

Fig.10 The file Service. xml with all initial settings

This is all it takes to setup the service.

In the same directory mentioned above you can find this service named as AtmPosSe r-
vice.exe . You can check if this service is running as a Windows background (consult ser-
vices.msc). After a configuration change, either in Service.xml or via the tool, you must manu-
ally restart this ATM/POS service.

To do this, please run the file RestartATMPOSService.bat in the install directory.

(BVMS restarts this service automatically at every restart of the BVMS server).

Note: If the service does not start then there could be an error in your configuration like the
same port used twice..

2.4  DIP 3000/7000 or BVMS preparation

In order to receive the OPTEX Event data and to store this data along with video footage also
BVMS must be setup to receive the data that is routed from the OPTEX device via the
ATM/POS service towards the BVMS server in the DIP (or on a PC)
To configure the DIP or BVMS for this integration, you can use the BVMS Config Client as in-
stalled in the Start menu of Windows.
The steps to do are:

a. Define an ATM/POS device (representing the ATM/POS service)

b. Define the Event reaction in BVMS resulting from this event and when.

c. Define which camera should record the event data along its video footage

d. Restart the BVMS server and Operator Clients.
The various figures below show these steps.

There are 16 inputs in the following picture on the right. Make sure that the input corresponds
with the TerminallD of the defined ATM/POS device in Fig 9.
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BE Configuration Client (127.0.0.1)

System Hardware Tools Reports Settings Help

B - QR B S e

'l

/

'q @ x é &"\ E Failover NVR Manager IP Device Configuration

= ice Ti 1
§5 Device Tree[12 Bosch ATM/POS-Bridge | Inputs

w | Enterprise System [1]

- g NVR Devices |4 1.8 | |
- H) Bosch Recording Station/DiBos 2 | I
: DVR (Digital Video Recorder) — :
: S Use here the 3.[¥| | REDScan RLS3060 Laser |
i é Matrix Switches same input ‘ -
@.@ Workstations [1] number as 4.[7] | PIE-1Redw/all \
) used for the 9
E’@ Mopites I3} TerminallD's 50 [ \
E}wg Other Devices [11] 6.0 | |
[ g Communication Devices [2]
= (&) atweos 70 | |
- JOPTEX Text Data Collection 8.0 | y

i [g]_] Foyer Card Readers
o Virtual Inputs

Fig. 11 Define an ATM/POS device (representing the ATM/POS service)

To define the OPTEX device event follow up in the Event TAB, see Fig 12 below.

€ Configuration Client (127.0.0.1)
System Hardware Tools Reports Settings Help

8 oo 8 mm B e ) D TS
H 9 & | x 2|64 2

B /Ay Events and Alarms Debounce Settings for Data Input’ | Settings for

@ Events } m Alarms \/ & User Groups ";,w

[ BRSIDiBos Devices
[ Dvr Devices

@B ONVIF Encoders
g "R Devices
Encoders/Decoders
@ VRM Devices

5 @l Allegiant Devices
@ System Devices

Device
Name

PIE-1Red\/all

& B ATMIPOS Devices Nomber, . = =
@& POS Bridge 2 Camera 1 ( .10.92) | Logical Tree, OPTEX Monitored Camera v ‘
E- @ POS Bridgg 3 Camera 1(192.168.10.90)  Logical Tree, OPTEX Monitored Camera '~ T |
YON Data input The RedScan event (blue lines above)

will be recorded to the ticked camera
(-G DTP Device

Fig. 12 Define the Event reaction in BVMS resulting from this event and when.
In the above setup you can see follow-up programmed that initiated an alarm (scheduled as

A Al way s 0 REDSGAN Datalnput Event. On the far right you find the button to program
to which camera(s) the Event Text data should be stored.
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Fig. 13 Define the ALARM reaction in BVMS resulting from this event and when.
The above alarm settings and features addressed are activated as a result of an alarm
acknowledge. Also notice in the red circle that both the REDSCAN Laser detector as well as

the PIE-1 Alarm will automatically call-up the correct event involved Cameras.

When all BVMS settings are inserted you can re-activate the BVMS Server by pressing the
Activation button in the left top screen of the Config Client. See Fig. 14

Fig. 14 Restart the BVMS server and Operator Clients.

Also at this point, the Operator Clients must restart with the new database content and will
then show the altered settings in their GUI.
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